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Abstract: Data visibility is more vital and decisive than ever before in the cur-
rent data-driven world of technology. There is a significant upsurge in busi-
nesses leveraging digital technology, which has led to a greater amount of
data being available than ever before. Additionally, managing the visibility in
compliance with the organization's rules and regulations is crucial. The im-
plementation of efficient data visibility will not merely improve decision-
making but also streamline business processes with enhanced security. Nu-
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merous technologies offer solutions to manage data visibility, and distributed
ledger technology (DLT) is one of them. DLT facilitates the execution of dif-
ferent methodologies to strengthen the governance of data visibility in enter-

prise-grade applications. On the other hand, these DLTs raise concerns re-
garding data visibility in this decentralized network, as not every enterprise-
grade application requires data transparency across all the nodes. In this pa-
per, a detailed systematic review is conducted with a clear focus on two es-
sential data visibility parameters, Access control and anonymity, for the pe-
riod 2020-2025, following a standardized Preferred Reporting Items for Sys-
tematic Review and Meta-Analyses -based breakdown of the selection pro-
cess. Three clear dimensions of in-depth analysis are presented in the study:
first, investigating how DLT can maintain transparency and decentralization
in enterprise-grade applications; second, ensuring secure data access manage-
ment for effective data governance; and third, the approach for anonymiza-
tion to ensure privacy and security. The key finding highlights the credence
of hyperledger fabric, a permissioned DLT, compared to other DLTs and ex-
ponentially growing concerns related to data visibility, as well as the concep-
tual and empirical research contributions made thus far. The limitations pre-
sented in this paper formulate a strong basis for research and enhancement of
the existing models to offer controlled yet transparent data visibility.
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1. Introduction

The term data visibility gained a lot of exposure in the early 2000s, and according to Jeong et al.
[1], data visibility ensures that the data is accessible only to authorized users of distinct organizational
hierarchy levels. It follows a punctilious and discriminative approach subject to user requirements and
data specialization. For any organization, controlling this data visibility is crucial, as cross-functional
data sharing should be done. In the preliminary phase of enabling data visibility, data was fragmented
with minimal computation on relational tables, resulting in reasonable privacy-preserving access and
confidentiality. Subsequently, by leveraging visibility constraints that define data privacy policies, ad-
herence to these policies ensured legitimate access and maintained the confidentiality of sensitive in-
formation [2].
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Establishing data visibility strategies and methods has far-reaching implications for diverse busi-
nesses. In supply chain management, data visibility is pivotal in decision-making and mitigating the
risks involved in procurement, manufacturing, and delivery [3]. The availability of the required infor-
mation of the supplier will enable informed decision-making by the manufacturers and minimize risk
with increased cost efficiency [4]. Meanwhile, distributed ledger technology (DLT) has become a revo-
lutionary approach across various industries and businesses as it guarantees transparency, immutabil-
ity, and security, leading to well-informed decision-making. As stated in previous studies [5-8], supply
chain transparency is essential to provide security and build trust among stakeholders through effec-
tive transparency policies, and blockchain, as a DLT, extends these capabilities. These policies are de-
fined with appropriate disclosure agreements that function at different organizational levels to enhance
the functional processes for quality assurance and potential evaluation.

DLT can boost the supply chain management system's transparency, traceability, and accuracy.
On the contrary, data sparsity, classified as noise, bias, and missing values, is also an aspect that should
be addressed to reinforce data visibility, as it influences the decision-making process and hinders data
accessibility [9]. Additionally, several studies highlighted various facets of transparency that remain
unexplored, while data visibility has been a constant concern [5-9].

It is apparent that data visibility is indispensable across all application domains, especially the
healthcare industry, as all medical records are now being digitized. Well-defined fine-grained policies
should be formally deployed to ensure the privacy of patients’ electronic health records. These deploy-
ments are expected to offer an efficient privacy-preserving solution. Henceforth, several solutions
based on big data, blockchain, internet of things (IoT), and artificial intelligence have been proposed by
researchers to address security and privacy concerns [10-13]. With the increase in digitization and en-
terprise-grade applications, the demand for constrained and determined mechanisms of supervised
data visibility is of utmost importance. This supervision can be done with a well-organized access con-
trol mechanism that can authorize, authenticate, and register every transaction on the data.

Data is a valuable resource on the internet that must be secured and guarded from unauthorized
access and attacks. Several surveys were conducted to present the attacks, and their mitigation tools
were developed [14, 15]. The privacy and security of data are always at stake because of security
breaches and gaps, and the research continues to understand the attacks and countermeasures to con-
trol them using artificial intelligence, machine learning, and deep learning [16-20]. For most public,
private, and government organizations, data continues to be stored and managed using traditional da-
tabase management systems on the internet or a local server. Conventional database approaches used
to protect data are insufficient because they rely on a centralized model for managing it. Various risks
and vulnerabilities include distributed denial of service, malware, misconfigurations, and centralized
maintenance. This centralization is the biggest drawback of this system [21].

To overcome the drawbacks of traditional databases and to provide a comprehensive solution that
encompasses transparency, security, and cryptography, DLT was introduced, which is a decentralized
system of nodes participating in a distributed network to manage structured and unstructured data
[22].

In DLT, every node maintains its own copy of the ledger, and everything is transparent to all the
peers in the network. This completely transparent DLT is called a public DLT. The problem with public
DLTs is the data visibility to all the participants in the network. Hence, there are private and permis-
sioned DLTs to handle privacy and confidentiality concerns. Private DLTs are generally created and
maintained by a single organization and can be used for private data sharing within the organization.
In permissioned DLTs, the ledger is visible to all the peers of participating authorized organizations,
but not every peer will have complete access to the data. Hyperledger fabric is a permissioned distrib-
uted ledger that facilitates the development of enterprise-grade blockchain networks [23].

Various surveys have been published with a broader focus on privacy-preserving techniques in
access control, such as blockchain, machine learning, and cryptography, utilized across various appli-
cation domains [24], and others have narrowed it down [25] to either application or technique or both
[26].
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Some surveys focused on privacy and security threats as a comprehensive survey on various ap-
plication domains [15, 16, 19]. Another set of surveys focused on security and privacy threats on block-
chain [27], ethereum [28], smart contracts [29], all application domains with focus on security, privacy,
and threat models [30]. The studies on zero-knowledge proof [31] as a technology and protocols [32]
available added another focused dimension on identity management [33].

The contribution of this research is based on the following significant gaps:

e  The techniques discussed in previous studies have several intricacies related to each one of

them for privacy preservation that are under-researched.

e Lack of in-depth analysis on data visibility concerns in various DLTs. Scrutinizes security

mitigation tools and protocols for the cloud environment or in a generic sense.

e Inadequate unified approach for integrating privacy and access control simultaneously.

e Anonymization is not treated as a privacy-preserving primitive in data visibility, but rather

it is considered in isolation.

e  Various challenges of DLTs are presented together, which disseminates research in multiple

directions.

This paper presents a unified systematic survey with a spotlight on the key parameters of data
visibility, access control, and anonymity in DLT. Additionally, it evaluates the types of DLT to identify
the one that best suits enterprises. Furthermore, it expounds on the access control mechanisms within
the DLT for managing data visibility and offers an insightful perspective on the current state of the
research landscape.

The remainder of this paper is structured as follows. Section 2 highlights the research question
(RQ)s and discusses the research methodology and strategy applied to gather the appropriate sources
for the systematic literature review. Section 3 presents the outcome of the review focusing on enterprise-
grade applications, DLT, access control mechanisms, and anonymity. Section 4 provides an in-depth
discussion of the review. Finally, Section 5 concludes with challenges and proposed solutions.

2. Materials and Methods

This paper gives a clear perspective of different DLTs and their existing access control policies for
the various application resources. This work also covers the other access control policies proposed and
designed, as well as their drawbacks and benefits; it follows a systematic literature review style, begin-
ning with the formulation of clear and concise RQs, which leads to the identification of the key aspects
of this review. This is followed by understanding and appraising the research studies in the field of
DLT, concentrating on data visibility.

2.1. Research Questions

The paper is organized into distinct sections, each addressing the specific RQs. Subsections 3.1-3.5:
in this section, the focus is on the intricate details of the review and gaining an understanding of an
enterprise-grade application. The key features of enterprise-grade applications are considered to iden-
tify the technology required to support these features. This section gives a background of the techno-
logical evolution and answers the following RQs:

RQ 1.1: How does DLT support enterprise-grade applications?

Subsection 3.6: After identifying the technology, the concentration is shifted to the next important
detail, which is to understand the main theme of this paper, data visibility. The components of DLT are
described in this block to handle the problem related to data visibility. This section highlights the mech-
anisms available to provide data visibility with attention to the following RQs:

RQ 2.1: What is an access control mechanism, and how does it support data visibility?

RQ 2.2: What are the different access control mechanisms?

Subsection 3.7: Anonymity is a crucial aspect of this research because it extends the services of
access control mechanisms discussed in the previous section by offering unlinkability and confidenti-
ality. This section presents the importance of anonymity in enterprise-grade applications and aims to
address the following RQs:

RQ 3.1: What is Anonymity and its significance?
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RQ 3.2: What tools and libraries are used in hyperledger fabric to ensure anonymity?

Sections 4 & 5: Recognizing the significance of data visibility and anonymity, this section sheds
light on the models and frameworks proposed for optimized performance. This section highlights the
challenges faced by the researchers in their implementation, and the proposed future work and the
following RQs are addressed:

RQ 4.1: What are the drawbacks of the proposed models, architecture, and frameworks?

RQ 4.2: What are the current tools and methods deployed to guarantee data visibility and ano-
nymity?

2.2. Data Sources and Search Strategy

This paper is written based on the search results of the research databases and their search engines:
(1) Association for Computing Machinery (ACM) Digital Library, (2) ScienceDirect, (3) Institute of Elec-
trical and Electronics Engineers (IEEE) Xplore, and (4) Springer Nature Link. The papers were
shortlisted based on the search string formulated using the keywords related to the Research Questions
as presented below:
(distributed ledger technology | DLT | public DLT | permissioned DLT | private DLT | enterprise DLT | Hy-
perledger Fabric) & (enterprise-grade application) & (data visibility) & (access control mechanism | access control
list | ACM | privacy | secure access) & (anonymity | ZKP | identity management).

2.3. Inclusion and Exclusion Criteria

The papers included followed these three inclusion criteria: address at least one of the relevant
keywords of the RQs, published after 2020 and are in English and the papers with a valid proposal,
implementation, and evaluation model or framework. The exclusion criteria followed for this study
cover generic studies that deviate from the focus of this research, full-text not accessible and lacks im-
plementation and validation, or the theoretical framework lacked sufficient implementation support.
The preferred reporting items for systematic review and meta-analyses (PRISMA) flow diagram in fig-
ure 1 depicts the selection strategy of this paper, with the number of research articles or studies [34].

Potential sources of bias are identified to the extent possible in this paper. Grey literature was
excluded, with a few exceptions to official documentation on DLT and hyperledger fabric. The selection
of papers was made with multiple combinations of the search string defined, supplemented with for-
ward and backward snowball searching. The inclusion and exclusion criteria defined and applied con-
firm that all papers have been critically analyzed and included without bias towards the identified
gaps. A few foundational papers pre-2020 were considered despite the search window 2020-2025. The
language bias is acknowledged as a limitation, as English is the predominant language.

3. Results
3.1. Enterprise-grade Application

After the mid-20th Century, with the introduction of the operating system, application servers,
and the supported programming languages, automating the processes to reduce human intervention
was on the rise. During the industrial revolution 3.0 businesses were encouraged to automate their
processes and streamline their workflows using the enterprise applications or software designed for
record-keeping and processing the data stored [35]. This computerized automation marks the inception
of the enterprise-grade application, a software application designed for large organizations from dif-
ferent sectors, ranging from supply chain management, enterprise resource planning, human resource
management, customer relationship management, accounting, healthcare, and data management [36-
41].
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Figure 1: PRISMA flow diagram illustrating the identification, screening, eligibility, and inclusion of studies for the systematic
review.

These enterprise-grade applications are designed for efficiency, reliability, productivity, and scala-
bility to improve the overall performance of the operations and their workflows involved in managing
a large-scale organization. These applications are also expected to provide a platform where multiple
organizations of different sizes connect to contribute to decision-making and manage the workflows
[4]. The application is expected to perform each of the activities of the workflow very smartly to increase
the productivity of the business involved reduce operational costs and financial risks in order to gen-
erate better revenue [27].

The applications are designed in compliance with the organization’s policies to ensure secure ac-
cess and eliminate human intervention for performing repetitive tasks of verifying every single access
request. Several technological advancements took place to fortify the expected security of the enter-
prise-grade application [41].

Subsection 3.2 describes distributed ledger technology, which focuses on enhancing efficiency, re-
liability, productivity, and scalability in enterprise-grade applications.
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3.2. Distributed Ledger Technology

In the early stages of introduction, enterprise-grade applications were designed with centralized
data management. These applications were efficient and effectively advocated for the concept of auto-
mation during that era. However, the major drawbacks that were identified were a) single point of
failure, b) centralized data storage governed by a single entity [42]. To overcome these major draw-
backs, the concept of decentralization emerged, and many development companies began exploring
the potential technologies that could support decentralization while guaranteeing the privacy, security,
and integrity of data.

DLT has apparently become a viable solution to address concerns related to centralization. DLT is
a peer-to-peer network of entities interested in collaborating to perform various business processes in
an enterprise-grade application [43]. The term “ledger” in DLT signifies the record or log of transactions
performed on the data, assuring transparency and eliminating the threat of a single point of failure.
These ledgers are distributed across the network and get synchronized regularly to assert consistency,
immutability, and decentralization [44]. As these ledgers are transparent and tamper-resistant, modi-
fying the data with authorized or unauthorized privileges is highly unlikely. Each transaction request
is endorsed by the initiator and is validated before it is committed to a block of the Blockchain and later
appended to the ledger [45].

There are different types of DLTs with distinct features, and they can be adopted based on the
implementation use case: a) public, b) private, and c) permissioned [46]. Figure 2 highlights the key
differences among the three DLTs. The much-publicized examples of public DLT are Bitcoin [47] and
Ethereum [28, 48]. On the basis of these use cases, the public DLT can be considered a permissionless
network, open for everyone to participate without authorization and perform mining or commit a
transaction according to the consensus mechanism followed by the network. Ethereum supported the
implementation of many enterprise-grade applications managed by multiple organizations, like decen-
tralized finance [49], decentralized autonomous organization [50], and non-fungible token [51].

In contrast, the private DLT network is more secure and has restricted access. It is designed to be
managed by a single organization, and authorization is required to join this network [52]. Private DLT
networks ensure privacy in terms of data propagation within the network, making them suitable for
enterprise-grade applications. These DLTs enable individuals or organizations to manage their assets
efficiently. Decentralized online social network was developed on an Ethereum permissioned network,
leveraging smart contracts and interplanetary file system (IPFS) [53]. Initially, the smart contracts were
written in the Solidity language, and in recent years, with the availability of Geth Go-ethereum [54],
they can be written in the Go language with completely private nodes.

Every transaction in Ethereum incurs a transaction fee, which is basically the computational power
required, measured as gas. The higher the gas price, the higher the chances that the miners will select
the transaction for mining and commit to the block. The miners, in return, get rewarded according to
the units of gas they have used in mining. As multiple nodes in the network will compete for this re-
ward, reaching consensus is essential. Ethereum employs proof of work, proof of stake, and proof of
authority. Ethereum transitioned from proof of work to proof of stake in 2022 to enhance sustainability
by reducing power consumption. In DLT, for private networks, proof of authority is more appropriate,
as it prioritizes the nodes as validators and miners, unlike the other two algorithms, where the compu-
tational power or the equity of nodes is considered [55]. In the case of private transactions, the major
concern is the fee optimization problem, as these transactions are more complex and, at the same time,
gas-intensive [29].
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Figure 2: Mind map for types of DLT.

Unlike the public DLT, the permissioned DLT network is partially controlled, with a restricted
number of nodes participating in the network [56]. Private and permissioned DLTs are both partially
controlled, but are to some extent different in features like the number of organization(s) governing the
network, privileged access grants, and in permissioned DLT, control can be shared with nodes of dif-
ferent organizations participating in the network. In short, it offers hybrid governance with selective
access rights that can be granted to each node based on its role and other attributes [57]. These features
guarantee transparency for enterprise-grade applications with decentralization [37].

An enterprise-grade application should ensure secure access to information by authorized users
only, thereby attesting to the privacy of the information, making it more reliable [58]. Enterprise-grade
applications deal with data that needs to be handled with utmost care, unlike cryptocurrency, where
decentralization and transparency are essential and beneficial. These requirements can be capably met
with permissioned blockchain, a type of permissioned DLT, as it offers transparency, security, privacy,
and immutability, making it a more suitable choice for developing enterprise-grade applications [59]
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[60]. A permissioned blockchain for these applications addresses the major concern of all the organiza-
tions where data is managed by either a centralized authority or a single organization, which puts the
data at risk at any time in case of any natural calamity or illegitimate access by any user [61]. In a
permissioned blockchain, every transaction can be tracked as it is cryptographically signed by the ini-
tiator and committed on the ledger and to the blockchain [62]. This asserts that permissioned blockchain
technology offers constructive support for organizations to manage their workflows within and among
the organizations.

To collaborate with multiple organizations, DLT extends its capability with the concept of a con-
sortium blockchain [63]. An enterprise-grade application is typically designed to work with multiple
organizations, where every pair or group of organizations works together for a specific workflow [64].
This alliance can be coherently strengthened and streamlined with the help of a consortium blockchain.
In a consortium blockchain, the organizations can connect via a channel and communicate the infor-
mation privately among the intended participating organizations [65].

The research databases, namely ACM Digital Library, IEEE Xplore, ScienceDirect, and Springer
Nature Link, are searched for the keywords “public”, “private”, and “permissioned blockchain” to an-
alyze the number of research articles published and surveys conducted. The results in figure 3 show
that research activities for permissioned blockchain are notably low for the years 2023, 2024, and 2025.

Research Articles published

3500 3137

3000 2716

2416
2500 2120

2000

1339 1462

1500 1196

1000 ‘ 887
0 -

2023 2024 2025
Year of Publication

No. of Publications

H Public Private ® Permissioned

Figure 3: Comparative year-wise trend of published research articles (2023-2025).

The investigation into the same set of keywords led to the conclusion that the number of surveys
and review articles for permissioned blockchain is comparatively lower than for public and permis-
sioned blockchain, as illustrated in figure 4. The live count of publications may vary because of contin-
uous indexing by these databases.

The insights gained from the above analysis emphasize the need to research and implement per-
missioned DLT for enterprises. Permissioned DLTs offer far more benefits compared to public and pri-
vate blockchains, but they are still in their infancy and are gradually moving towards widespread adop-
tion. This paper presents strong indications to advocate for the acceptance of permissioned DLT, espe-
cially for enterprise-grade applications. The requirements of enterprise-grade applications and the
unique features of permissioned DLT complement each other very well to support the smooth opera-
tion of workflows within and between organizations. Building on the complementarity, the term En-
terprise DLT can be established. The following subsection discusses this Enterprise DLT concept as it
is inherited from Permissioned DLT.
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Figure 4: Comparative year-wise trend of published review articles (2023-2025).

3.3. Enterprise DLT

The implementation of permissioned DLT can be achieved using various open-source platforms
to support enterprise-grade applications. These applications expect the participants to be identifiable
while simultaneously maintaining the privacy and confidentiality of the transactions. They also de-
mand better transaction throughput with considerably lower latency. A permissioned DLT counterbal-
ances these requirements with its key characteristics of variable decentralization, defined roles, privacy,
and controlled access. This synergy gives rise to enterprise DLT. The term enterprise DLT is used in
industry parlance for an enterprise-grade application deployed on permissioned DLT and is adopted
in this paper to associate practitioner terminology with formal literature [65].

At the outset, ethereum was tailored to serve these business needs of the organization [66]. In
public DLT, ethereum follows the proof-of-stake consensus mechanism, which requires substantial to-
kens that can be staked to validate the transactions. Meanwhile, these do not offer a feasible option.
proof-of-authority was introduced, where validators are elected, and their public key is stored in the
genesis block and is trusted based on off-chain management [67]. This off-chain management affects
the privacy of transactions and raises concerns about data visibility. Additionally, ethereum also faces
challenges related to inconsistent throughput and latency in adversarial situations [68].

Considering the concerns of Identity Management and the lack of flexibility and privacy, the open-
source enterprise DLT platform, hyperledger fabric, was developed by the Linux Foundation [69]. The
data in these DLTs is stored in the organization’s preferred database management system, and every
transaction activity is logged onto the ledger of the DLT, making it immutable and transparent at the
same time. These ledgers are append-only, and every record on these ledgers is cryptographically se-
cured, making them immutable [70]. DLT has transformed the traditional ledgers that were used by
business merchants and banks for record-keeping of various business activities like financial transac-
tions, inventory, and other business logs into a digitized and decentralized ledger that safeguards data
from illegitimate manipulation [8].

3.4. Analyzing Enterprise DLT Perspective on Hyperledger fabric

In this enterprise DLT, the organizations can form a consortium network with their peers and
clients. These peers are identified using Public Key Infrastructure issued by the Certificate Authority
of each organization. Hyperledger fabric offers the flexibility for organizations to share a Certificate
Authority as the only trusted source for issuing identities for the network, or each organization can
have its own. These identities also consist of the roles and privileges assigned to each peer in the form
of an X.509 Digital Certificate. The identities are then verified at every step with the help of a member-
ship service provider (MSP) [71].

A client application is a user interface that queries the database; these queries are identified as
transactions on the network. These transactions can be as simple as a read request to extract a view of
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the database, or may include write requests to add, delete, or modify data in the database [72]. To
execute the transactions, a software program is required, and in hyperledger fabric, it is referred to as
chaincode [73]. Chaincodes are written as a set of functions that allow controlled access to the ledger.
These chaincodes are initialized and installed on the channel [74]. A channel can be simply understood
as a secure communication between the peers in a network. The transaction performed via the
chaincode on the channel remains private to the channel members, ensuring privacy and transparency
to the channel members.

These chaincodes can be written in the following languages: Go, Java, and Node.js. These
chaincodes ensure that the client is identifiable and that the endorsing peer endorses every transaction
proposal submitted in accordance with the defined endorsement policy [75]. The endorsement policy
defines the number of peers that can endorse a transaction proposal. These policies can be defined using
AND, OR, OutOf, or at the Key-level. For instance, in a supply-chain scenario, the endorsement policy
determines the number of organization peers that can create an asset. In figure 5, endorsement should
be done by a peer of organization Orgl, or peers of organizations Org2 and Org3.

Policies:
Endorsement:
Type: Signature
Rule: "OR('OrglMSP.member', AND('Org2MSP.member', 'Org3MSP.member'))"

Figure 5: Configuration of nested endorsement policy combining AND and OR.

The endorsing peers thoroughly verify the proposal for the identity of the client, the transaction
status (new or repetitive) to avoid replay attacks, and that the current state of data in the ledger matches
the one presented in the proposal. The proposal is thus signed and returned to the client with verifica-
tion details and read/write set.

Now, the role of ordering service comes into play. The ordering service receives the proposal from
the client, including all verification details, the channel ID, and the permissions granted to create the
block of transactions [76]. This service is managed by orderer nodes to achieve consensus using Raft
[77]. In DLT, ordering the transactions is crucial as it affects the data commits. In public DLTs, any node
can participate in achieving consensus, making it more vulnerable to data faults, which can lead to the
forking of the blockchain. Forking cannot be allowed for enterprise-grade applications. On the contrary,
hyperledger fabric employs a more sophisticated approach for consensus, that is, the raft consensus
algorithm [78].

Raft associated with reliable replicated redundant and fault tolerant properties, is a type of crash-
fault tolerance consensus algorithm that assures that consensus will be achieved even if some of its
nodes crash. In the Raft-dependent ordering service, the orderer nodes follow an election process to
elect the leader that manages the ordering service in the network. Each orderer node initially is identi-
fied as a follower and later promotes itself to a candidate based on votes [69]. Each channel conducts
its own election process to elect the leader. The orderer nodes of the channel, which are initially in
follower mode, will participate in this voting process and request votes from the fellow follower nodes
of the channel. The node with the quorum votes is elected as the leader. The leader then accepts the
transaction logs assembled in chronological order by channel IDs and adds them to the block. The
leader replicates the same block to the followers, which are then delivered to all the peers of the channel.
The peers validate the block according to the endorsement policy, and the valid blocks with write per-
mission are appended to the ledger. The block is then committed to the blockchain of every peer on the
channel [69].

The activity diagram in figure 6 shows the complete hyperledger fabric transaction flow discussed
in this section. The entire process of managing transactions efficiently with decentralization and trans-
parency while maintaining privacy and immutability in hyperledger fabric makes it more appropriate
for enterprise-grade applications.
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Figure 6: Activity diagram for transactions on hyperledger fabric.

3.5. Multidimensional Analysis of Enterprise-Grade Applications

Table 1 lists the recent research published by various researchers on diverse enterprise applica-

tions deployed across multiple well-known DLTs. The table also highlights the limitations of all the
proposed models and frameworks. The significant limitations observed in various use cases or appli-

cation domains are: a) They are implemented on permissionless networks or test networks; b) privacy
concerns are partially addressed; c) slowing down decision-making because of too much transparency;
d) lack of scalability in experiments and evaluation for a few models; e) all transactions are linkable,
intruding on the user’s privacy.

Table 1: Critical and independent analysis of enterprise-grade application across various use cases (2023-2025).

Enterprise-
Ref  grade applica- Key Contribution Limitation
tion use case
Implemented on Tendermint, a permissionless
(37] Supply chain A resilient supply chain management with 310 Cslfc:};z;rzl:ieesrlsl,ltl}rlliiC;Zrier)l(;efis;;zi:)rrfjlslgiiﬁgcﬁrfg
management  controlled visibility . . . .
privacy risks, and can be built using Hyperledger
Fabric
Unmanned Offers a solution to monitor unmanned aer- Does not support the governance requirement
[69] aerial vehicle  1ial vehicles for violation detection by the across countries, resulting in interoperability
governance regulatory authorities. issues with privacy and security concerns.
. A n(?vel rrpdel that suggests a hype.rledger The model does not offer support for chaincode and
[74] Generic fabric design based on the user-provided re- policies.
quirement inputs.
A test network on hyperledger fabric to ad- This is a test network with a limited number of
76] Healthcare dress the fragmentation issue of medical workers involved, as it was affecting the latency.

data sharing

records shared between two medical insti-
tutions.

The network needs to be tested for scalability in a
real-world setting.
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Table 1: continue.

Fully anonymous decentralized identity

The application expects the system to track every fi-
nancial transaction initiated and maintain complete

ecentralize . e audit logs for review in case of any fraud. Makin
D lized dit logs f iew i f any fraud. Making
[79] . . supporting threshold traceability with prac- . . . . . .
identity tical blockehain these identities traceable results in major privacy is-
’ sues, which should be addressed to make the sys-
tem more efficient.
With the f Multipart -
Healthcare in- : ¢ use of Secure vtiparty Compt.l The computations in these encryptions are complex
. tation (SMPC) and additive homomorphic .
[80] formation . and can be extended further by using fully homo-
management encryption, the model offers a secure and morphic encrvbtion
8 confidential access to anonymized EHR. P ypHon.
The strategy f in-depth data st d
A strategy to implement Remote Patient ¢ strategy .ocuses on.m P ?a y orag.e an
Internet of . . . . exchange by incorporating encryption techniques,
[81] . Monitoring using Blockchain with en- . .. . .
things albeit at the cost of compromising patient privacy
crypted data storage and exchange.
for every data exchange.
Customer rela- A framework that offers traceability for cli- The frametwork perforn}ance can b © opt’lmlzed. for
. . . better chaincode execution and stimulate sustaina-
[82] tionship man-  ent requirements and allows all stakehold- e . . . L
. . bility by supporting integration with existing Enter-
agement ers to track all tickets raised. . K
prise Resource Planning systems.
A decentralized business modelling that fo- . . . .
. . . Computational complexity for cryptographic activ-
. cuses on Privacy Information Retrieval dur- . * . .
Business mod- . ) ities is hindering the performance of this model and
[83] . ing the planning phase, as business model- .. .
elling . L . ) can be optimized. Zero-knowledge proof can be im-
ling requires it for planning profitable strat-
A plemented.
egies.
A multi-chain smart home application to
Smart ho.me monitor the env%ronm.ent throggh SeNSOrS. 1 multi-chain framework is not optimized for
[84] communica-  The framework is designed with a private
. . large-scale networks and sensor data.
tion ethereum blockchain at the fog layer and
hyperledger fabric at the cloud layer.
. The framework monitors the weather infor- Infrequent data fmd few validation paramet.eré are
Meteorological . . used for evaluation of the model. Cross-chain inte-
L mation received from 4 sensor parameters . . . 1
[85] monitoring . . . L . gration with parallel processing of validation com-
and is validated, while maintaining the pri- . .
system N 1 ponents as the system uses fixed batch size for pro-
vacy of sensitive validation data. K |
cessing the transactions.
Designed a framework to protect agricul- Hardware requirements for the data owner to per-
Agricultural tural biological risk data from manipulation = form encryption and re-encryption keys will affect
[86] gs stem using proxy reencryption technology. The the model's performance by increasing response
Y traceability addresses the challenges related  time and CPU utilization. Optimizing these require-
to sustainability. ments can lead to improved performance.
A distributed system for issuing and verify-
ing academic credentials of students. Thisis ~ The system should provide support for wallet re-
(87 built using Self-Sovereign Identity SSI for covery and be both cost-effective and interoperable.
88]/ Education identity management and EOSIO block- [95]is implemented on ethereum-based chains and
chain for storage. [95] is another implemen-  presents scalability and off-chain trust, raise pri-
tation for SSI on ethereum and Hyperledger ~ vacy concerns.
Besu.
The approach focuses on IoT interoperabil-  The state of the IoT device is currently not saved on
(89] Web of thines ity by leveraging Web of things. hy- theledger and is contacting the web of things gate-
& perledger fabric is used to create digital way for this activity. The response time can be im-
twins. proved by storing state on the blockchain.
Renewable en- Thls experiment foct.lses on addressmg. t,h ¢ This experiment is conducted on sample data and
. incorrect data reporting to the communities . .
[90]  ergy communi- . . . . should be tested on real-time data to obtain the ac-
. by deploying chaincodes with well-defined .
ties . . tual performance evaluation results.
policies on hyperledger fabric.
An Al-assisted blockchain framework that The access control mechanism is not clearly de-
Insurance enables prescription generation with the fined, though it is implemented. Also, the mitiga-
[91]  claim for medi patient as the owner who grants access to tion strategies for proxy re-encryption are not ex-

cal prescription

various associated entities for smooth in-
surance claims, utilizing access controls
and proxy re-encryption.

plicitly mentioned. Additionally, local implemen-
tation on Ganache does not address the Gas limit
concern in real-time.
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Table 1: continue.

An architecture based on hyperledger fab-
ric with Swarm for storage of multimedia

This architecture is not scalable and focuses on the

[92] Multimedia content. The combination enhances the se-  personal multimedia content of an individual. This
system . . . .
curity of content from misuse and other needs to be tested for large Multimedia content.
manipulations.
A blockchain-based model that creates per-
Data catalog .
[93] vocabular sistent IDs for data catalog vocabulary rec- Off-chain governance for identity approval
y ords to handle the broken link and single 8 Y app ’
datasets . .
point of failure.
A model built on Hyperledger Iroha be-
f th Itisignature feature. Thi
Land Registra- cause ot e mutisignature feature ° Not tested for scalability and does not demonstrate
[94] . enables the registration and transfer of . . ..
tion . . . implementation of the government policies.
land with the approval of a single or multi-
ple owners.
A prototype to share microbial data be-
(95] Microbial data tween different entities with very limited It is a prototype that does not utilize the chaincode
sharing features. It is to be implemented on hy- for efficient access control.
perledger fabric.
A h project that is built on Vari
research project that is built on Various As this project is a combination of different tech-
. platforms Al IoT, Hyperledger Indy, Fed- . N
Meta-operating . . nologies, decentralization is not enabled at every
[96] erated Learning, and Edge Computing. .
system . . . layer. Also, there will be challenges related to usa-
The project aims to offer secure logging - . .
. bility and implementation.
and decentralized trust management.
. . This model claims to use Idemix for anonymiza-
A chaincode-based access system to main- . . .
Health care K . K . tion, but uses X.509 credentials, which leads to
[97] tain the anonymity of the clients during . e . ..
system linkability of every transaction, undermining the

chaincode transactions. .
goal of the experiment.

With the comprehensive discussion so far, the RQ 1.1 related to enterprise DLT is strongly an-
swered with reference to various studies conducted in building enterprise-grade applications on vari-
ous DLTs.

It is noteworthy that many enterprise-grade applications are being deployed on hyperledger fab-
ric; it is evident that these implementations are still in their infancy. The transparent, immutable, and
decentralized nature of hyperledger fabric makes it the preferred DLT platform to handle various busi-
ness workflows of Enterprise DLT. A common concern observed across various proposed solutions is
the accessibility, accountability, and auditability of the data involved in the transactions. Hyperledger
fabric offers support for this concern with configurable Access Control Lists that define policies for
resources. The following subsection discusses the Access Control Mechanism in detail, as it is an inte-
gral part of data visibility and addresses RQs 2.1 and 2.2.

3.6. Access Control Mechanisms

Enterprise-grade applications digitize the data under study with a centralized system that moni-
tors all the communication. This digitized data needs to be secured from manipulation, illegitimate
access, and a single point of failure. Various technologies are used to address these challenges, but most
of them employ a centralized mechanism. DLT provides support for access control, enabling the use of
existing policy configurations and defining new policies according to the organization's governance
model. Hyperledger fabric has an in-built configuration that deals with access management. As DLT is
a peer-to-peer network, it has many features of a network, and an access control list (ACL) [98] is one
such feature that comes by default with hyperledger fabric to filter access requests. The organizations
that are new to DLT can easily implement their applications on hyperledger fabric with the basic ACL
configuration. The focus of this subsection is to carefully understand and present the answers to the
RQs identified related to the access control mechanism in sub-subsection 3.6.1. Sub-subsection 3.6.1
provides an extensive understanding of ACL, and sub-subsection 3.6.2 focuses on the other access con-
trol models.


http://doi.org/10.24017/science.2024.1.1

http://doi.org/10.24017/science.2026.2.1 14

3.6.1. Access Control List of Hyperledger fabric

Hyperledger fabric is identified as a secure permissioned network due to its certificate authority
(CA), MSP, and ACL [99]. To understand this, each component should be analyzed. The CA assigns a
unique identity in the form of X.509 digital certificate to every single member. This certificate defines
them as admin, peer, orderer, or client of an organization. Figure 7 is a sample of a digital certificate
that shows the name denoted as C, OU denotes organizational unit, which defines the role the members
play in the organization, and O identifies the organization. This certificate is issued by the issuer CA.
The certificates are stored in the MSP directory structure of each participating organization [98].

Certificate:
Data:

Version: 3 (@x2)

Serial Number: 15827340 (©xf1834c)

Signature Algorithm: ecdsa-with-SHA256

Issuer: C = ca.orgl.example.com

Validity:
Not Before: Oct 24 10:00:00 2023 GMT
Not After : Oct 23 10:00:00 2024 GMT

Subject: C = Admin@orgl.example.com, OU = admin, O = orgl.example.com

Figure 7: X.509 digital certificate for hyperledger fabric administrator.

There are other fields in the certificate that give details about the keys, issue date, expiry date, and
other optional fields, which will be discussed in the following sections. This certificate will be verified
by the MSP whenever a client initiates a transaction using a chaincode using the certificate stored in the
directory, and the MSP also verifies that the config.yaml file has the NodeOU enabled to read the OU
value from the certificate for all types of members. After verification, the certificate will be validated
against the policies defined in the ACL [98].

ACLs are the core component of hyperledger fabric’s architecture, providing security to the net-
work artifacts defined in the configuration file configtx.yaml, with different sections contributing to
policy-making [98]. ACLs facilitate the management of network resources. In hyperledger fabric, re-
sources are either the chaincode operations or events triggered in the network. To manage these re-
sources, policies need to be defined. Policies permit read, write, or administer access. ACLs bind these
policies to resources, providing controlled access in the network. These policies are categorized into
two types: 1) Signature, 2) ImplicitMeta [98].

The Signature policies are used to identify and validate the users who are allowed to perform
specific actions, such as signing the transactions. Figure 8 shows that the Signature policy is defined for
Readers, Writers, and Administrators with the rule specified using AND, OR, and NOutOf operators.
The rules allow Orgl admin, peer, client, or admin to sign read transactions. Similarly, write permis-
sions are granted to only the admin and the client, whereas administration can be done only by the
admin of the organization. Signature policies are configured at the organization level [98].

Policies:
Readers:
Type: Signature
Rule: "OR('Orgl.admin', 'Orgl.peer', 'Orgl.client')"
Writers:
Type: Signature
Rule: "OR('Orgl.admin', 'Orgl.client')"
Admins:
Type: Signature
Rule: "OR('Orgl.admin')"

Figure 8: Orgl access control policies.

ImplicitMeta policies are defined at the channel or application level and depend on the aggregated
outcome of the Signature policy of all organizations in the network. If the Signature policies grant access
for any transaction, then ImplicitMeta policies will be validated. As this works on the aggregation of
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the previous policies, the operators used here are ANY, ALL, or MAJORITY. Policies in figure 9 define
that if any reader from any organization in the network have signed it, then permits reading [98].

Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
Writers:
Type: ImplicitMeta
Rule: "ANY Writers”
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"

Figure 9: Application access control policies.

Likewise, if any writer signs it, the transaction will be granted. The majority means that if the
majority of the admins have signed it, then only it will be accepted; otherwise, the transaction will be
rejected. This is a default policy that can be modified according to the organization’s requirements. The
next step is to bind these policies to resources and create the ACL. ACL binding syntax is presented in
figure 10.

Application:
ACLs:
<binding>: <policy>
Figure 10: Access control list syntax.

The left-hand side of the colon defines the policies, and the right-hand side of the colon defines
the path to the identity that can perform it. Example: peer/propose defines the policy that determines
who can submit the proposal to the peer, and /Channel/Application/Writers checks whether the iden-
tity of the user who submits the proposal has writer permissions or not, as shown in figure 11.

The entire ACL process is straightforward and easy to implement; however, it does not satisfy all
the requirements of enterprise-grade applications. The reasons could be, firstly, the organizational units
are limited to admin, peer, client, and orderer. This does not provide the flexibility of assigning different
roles according to the requirements of enterprise-grade applications. Secondly, the network-level op-
erations are coarse-grained and pre-defined, which does not allow for defining new ones. Lastly, the
ACLs are not dynamic; at their core, they do not allow for defining fine-grained rules of enterprise-
grade applications to access specific records, or restrict access if explicit criteria are not fulfilled accord-
ing to the business logic.

These challenges of ACLs can be addressed through the implementation of access control models,
as defined in the next subsection. These models utilize the optional field in the digital certificate and
enable a fine-grained access control mechanism [98].

ACLs:
_lifecycle/CommitChaincodeDefinition: /Channel/Application/Writers
lscc/ChaincodeInstall: /Channel/Application/Admins
peer/Propose: /Channel/Application/Writers
peer/ChaincodeToChaincode: /Channel/Application/Writers
peer/GetChainInfo: /Channel/Application/Readers
peer/GetBlockByNumber: /Channel/Application/Readers
peer/GetTransactionByID: /Channel/Application/Readers
peer/GetBlockByHash: /Channel/Application/Readers
peer/GetTxEvents: /Channel/Application/Readers
event/Block: /Channel/Application/Readers
event/FilteredBlock: /Channel/Application/Readers
peer/Deliver: /Channel/Application/Readers
peer/DeliverFiltered: /Channel/Application/Readers

Figure 11: Access control list configuration.
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3.6.2. Access Control Models

Enterprise-grade applications are not always straightforward in terms of their workflow, roles,
and operations. It requires a more granular approach to process the transaction request from any end-
user, as it involves checking the role, privileges, access levels, and other eligibility criteria. The conven-
tional ACL in hyperledger fabric is restricted to roles with limited network operations. Considering
these confinements of conventional ACLs, access control models are introduced in DLT to enhance data
security and privacy. These models are adopted from computer networks after identifying their
strengths to offer flexibility and build a secure network environment. Each model offers a fine-grained
level of security, which is versatile and efficient in handling various transaction requests. These models
are categorized as: 1) Role-based access control (RBAC), 2) Attribute-based access control (ABAC), 3)
Discretionary access control (DAC), and 4) Mandatory access control (MAC) [24]. The following sec-
tions highlight the research on these models for various DLTs and analyze them.

3.6.2.1. Role-Based Access Control

BRAC empowers the organization to define the policies based on the role and responsibilities as-
signed to the member, rather than directly to the member [100]. Algorithm 1 presents a simple process
of access validation in RBAC. The roles associated with users are retrieved to check for the permissions
in the policies, and based on the permissions, access is granted or denied to perform an action on re-
sources. The policies and roles can be defined in functions of smart contracts or chaincodes. These func-
tions can also validate the transaction requests. The organization can utilize predefined roles in the case
of hyperledger fabric implementation and define only the necessary policies. The policies defined by
organizations are not constant throughout the lifetime of the enterprise. Policies continue to evolve in
response to changes in technology, workflows, and the users involved. The enterprise applications
should be reviewed on a regular basis, and policies should be renewed [30].

ALGORITHM 1: Role-based access control.

1: RBAC_Check(User U, Resource res, Action a)

2 Retrieve roles R assigned to User U

3 for each roleiin R

4 Retrieve permission P for i

5: if permission P allows action a on resource res then
6 return access Granted

7 end if

8 end for

9 return access Denied

Salve et al. [101] proposed L2DART, an implementation of a role-based trust management system
on ethereum to regulate smart contract execution access. This model utilizes Python for off-chain com-
putation, as it consumes a good amount of gas as a transaction fee to verify the role in its predecessor
model. On the other hand, Sivakumar et al. [102] proposed role-based event driven hybrid framework
that allows defining policies and roles for academic publications. This framework was tested for 10,000
publications, which limits access based on the responsibility assigned to each role. Cryptographic com-
putations and storage of documents were done off-chain to optimize transaction costs.

A framework with a hybrid access control policy, where all four types of access control models
were combined for financial institutions, was proposed by Daah et al. [103]. This framework was de-
ployed on the ethereum Ganache blockchain. The policy decision point evaluates the transaction re-
quest received and enforces the policies based on role, attribute, discretionary permissions, and man-
datory controls. The deployment in a personal blockchain, such as Ganache, is different from the actual
ethereum blockchain in a real-world financial setup. This model will incur a large transaction fee and
needs to be optimized.

In hyperledger fabric, the organizational unit field in the digital certificates identifies the role of a
member, which is restricted. Zaidi et al. [104] presented a flexible model where roles and policies can
be flexibly defined in the chaincode. It also attempts to address the issue of when a user is associated
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with more than one role. In such cases, the chaincode function validates the request by taking the union
of the permissions for the roles assigned to the user and grants access. This model performs fairly well
with a limited number of users; however, it has not been tested for scalability or in real-world situations,
such as concurrent user requests. Additionally, the model does not explicitly check for the accuracy
and consistency of the rules defined. Sutradhar ef al. [105], proposed an identity and access manage-
ment system that is designed by integrating OAuth 2.0 to handle authentication and authorization.
Using a third-party application to balance the load on the Fabric and improve the performance is good,
but at the same time, there is always a risk with third-party applications being compromised or incom-
patible. Hyperledger fabric’s modular architecture can handle multiple tasks efficiently. A similar ap-
proach was presented by Ouaddah et al. [106]. The role-based access model can be strengthened by
using more granular policies and roles, as hyperledger fabric is capable of handling the identities.

LedgerView, was designed to manage views generated by specific queries on the data. In this sys-
tem, Ruan et al. [107] used hyperledger fabric to present a controlled ledger view, where access to these
views is granted based on the roles defined. For sensitive information, encryption-based access permis-
sions are integrated with RBAC to ensure privacy and confidentiality. This model can be further en-
hanced by avoiding off-chain encryption computation, making it more secure and auditable.

Makhdoom et al. [108] proposed a secure, privacy-compliant distributed framework deployed on
oorda permissioned DLT, which uses semi-homomorphic encryption to secure personal identification
information. The reason for deploying this on Corda is to guarantee confidential confirmation between
nodes sharing the same medium. The user uses semi-homomorphic encryption to secure the required
information and grants access to specific roles. This model is designed to handle data from IoT devices
for the specific scenario. The data is stored on the cloud, and access is granted using the RBAC model,
which may not scale well for a large enterprise-grade application, as consensus is notary-based and
may incur infrastructure costs. Also, corda is not a traditional blockchain and lacks transparency and
immutability. This DLT is suitable for financial applications and use cases where privacy is the major
requirement.

3.6.2.2. Attribute-Based Access Control

ABAC is the most widely used access control model because of its fine-grained approach, which
does not restrict the policy only to roles but also to other possible attributes. Algorithm 2 presents the
comprehensive steps involved in ABAC, where a combination of attributes is evaluated to grant access.
For example, in an enterprise-grade application for an organization, there can be a role manager with
multiple instances. Each manager is supposed to have different access depending on their department.
For such a scenario, ABAC allows linking these additional attributes to each role, differentiating their
access. These attributes can be defined in the digital certificate or can be defined in the smart contract
or chaincode [109].

ALGORITHM 2: Attribute-based access control.

1: ABAC_Check(User U, Resource res, Action a, Env e)
: Retrieve attributes Attr_U of User U
Retrieve attributes Attr_res of Resource res
Retrieve attributes Attr_e of Env e
Evaluate policy on (Attr_U, Attr_res, Attr_e, a)
if policy satisfies then
return access Granted
else
return access Denied

e R AN AR Al

0: end if

AVChain is one of the simplest implementations of ABAC on hyperledger fabric proposed by
Singh et al. [109]. The framework is used for incident reporting in case of any vehicle crash. As the logs
maintained can be tampered with and deleted, they should be accessible only to authorized users. DLT
provides better support regarding immutability, privacy, and controlled access. The data storage is
done on IPFES as the logs can be of large size and will not be suitable for saving on-chain. Access to these
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logs is secured using ABAC policies defined on the chaincode. These access policies can be strength-
ened by using attribute-based encryption. Peepliwal et al. [110], proposed a prototype model to be de-
ployed on hyperledger fabric to handle the data received from wearable IoT devices during the clinical
trials. The data is encrypted, and hash values are stored on the block through IPFS. These are validated
against the policies and trust levels defined before granting access. The policies are defined for the
attributes of sending and receiving nodes to ensure complete trust in the network. This prototype is yet
to be implemented.

Sha et al. [65] presented ConsortiumSec, a framework designed for consortium blockchain, where
ABAC is implemented to enforce access control policies at the consortium level in the network. This
model has yet to be fully implemented and tested for various performance parameters. Sarfaraz et al.
[111] proposed accessChain as another ABAC prototype that was not specifically designed for any
blockchain, but proposes to use the global ledger to store transaction logs and validate policies.

Dalabanjan et al. [112] proposed a system that provides security against a single point of failure
issue with the implementation of ABAC for OpenStack cloud resources with the help of smart contracts.
The system is deployed on ethereum and proof of stake as the consensus mechanism for efficient per-
formance. This model was tested for scalability and showed good results. Roy and Ghosh [113] pro-
posed a blockchain-based secure access control that implements ABAC with policies defined for device-
to-device and user-to-device to control access to information, as the devices can share the data for fur-
ther processing and evaluating the performance of IoT devices.

Blockchain-based proxy re-encryption access control is a framework proposed by Wang et al. [86]
for handling test results of agricultural products, specifically information related to biological risk fac-
tors. Proxy re-encryption is a cryptographic scheme that allows a proxy to re-encrypt the sender’s en-
crypted message using the re-encryption key derived from the sender’s private key and the receiver’s
public key. The center safeguards the test results from unauthorized access using ABAC. These reports
are encrypted with the center’s public key, and the hash value is stored on-chain. Each access request
is validated against the policies using attributes of the requester, product, environment, and operations.
Upon successful validation, the center will re-encrypt with the requester's public key and make the key
and the ciphertext available on the blockchain, offering confidentiality and concurrency. This frame-
work can be enhanced by granting the data owner proxy-encryption rights while safeguarding the re-
quester's attributes to avoid the risk of the proxy being compromised, thereby preserving ownership
and ultimately satisfying the data visibility concerns.

Wu et al. [114] proposed an ABAC scheme to address the data visibility concerns. The scheme tries
to protect the attributes and policies from getting compromised by encrypting them. The attributes of
the users are encrypted and stored on the certificate by the CA. This encryption is done using the joint
public key of the associated nodes elected by the organization. This encryption hides the attributes and,
in turn, hides the entities accessing the data. Meanwhile, the policies are also encrypted and stored on
the blockchain smart contract. Any access request calculates the difference between the encrypted pol-
icy and the ciphertext of attributes in the certificate. This difference will be used then to grant or revoke
access. The encryption and decryption will increase the computational complexity and may create ad-
ditional overhead. Furthermore, a zero-knowledge proof is also required to be added before commit-
ting it to the ledger. This model should be optimized with a more efficient encryption scheme.

Madkaikar et al. [115] in their study, focused on the policy modifications that happen regularly in
enterprise-grade applications. Whenever a policy is added to the list, the list grows large and takes time
for processing. A queuing method was suggested in this paper with the ABAC model that accepts the
new policies by holding them in the auxiliary list until the current processing of the access requests
queue. The new policies in the auxiliary list are updated in the access policies, and in the meantime, the
request queue will be on vacation. Applying the queuing approach is a novel idea for handling access
requests and can be deployed on hyperledger fabric, allowing for performance analysis in enterprise-
grade applications.
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3.6.2.3. Discretionary Access Control

Under rare circumstances, the enterprise-grade applications are expected to handle access requests
manually. In the sense that the administrator grants access to certain modules of the application to a
completely random user based on his/her own discretion. DAC was initially introduced in DLT but
could not be sustained because it nullified the main feature of DLT, that is, decentralization. DAC com-
pletely works on user discretion [25]. These users are the data owners and can grant read, write, and
execute access to any other user. This kind of access control is rarely used these days, as data is often
available online and poses a security risk. It is suitable for small businesses, and only trusted members
are involved. Algorithm 3 illustrates the process by which ACLs defined by owners are evaluated to
grant access to resources.

ALGORITHM 3: Discretionary access control.

1: DAC_Check(User U, Resource res, Action a)

2 Retrieve ACL of resource res

3 if ACL contains a policy with user U with permission to perform action a then
4: return access Granted

5 else

6 return access Denied

7 end if

3.6.2.4. Mandatory Access Control

This model is not suitable for DLT because of its centralized approach. The access rights in this
model are provided based on levels of hierarchy within an organization. The higher the level, the higher
the access. Algorithm 4 shows a simplified process of validating access using MAC model. This kind of
model was introduced to manage access in the military and government, where the rank of an individ-
ual decides the level of access granted [25]. This model offers confidentiality in a centralized manner,
which can lead to a single point of failure and other major access attacks.

ALGORITHM 4: Mandatory access control.

1: MAC_Check(User U, Resource res, Action a)

2 Retrieve security level L_U of User U

3 Retrieve security level L_res of Resource res

4 if L_U dominates L_res according to policy then
5: if action a is allowed by the policy then
6.

7

8

return access Granted

: else
: return access Denied
9: end if
10: else
11: return access Denied
12: end if

3.6.3. Comparative Analysis of Access Control Implementation

Data visibility is critical for enterprise-grade applications, as it is about reading, writing, and exe-
cuting operations on data. These operations are enforced as policies in the models described in the
previous sections. Table 2 analyzes the access control model to understand the impact of the implemen-
tation proposed by the researchers. For scalability and concurrent access, the rubric is as follows: a) low
represents restricting to predefined artifacts of the configuration; b) medium represents small-scale
evaluation of the network; c) High represents large-scale evaluation of the network.
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Table 2: Implementation analysis of access control models.

Audita- Policy Concur-  Off-chain User
Ref Platform Model ble Scalability = Modifi- rent Compu-  Anonymiza-
cation Access tation tion
51 Hyperledger 5,0 N Low X Low \Partial X
fabric
[86] Hyperle_dger ABAC v Medium X Medium X X
fabric
[101] Ethereum RBAC v Medium X Low v X
[102] Ethereum RBAC v Medium X Medium v X
RBAC,
ABAC,
[103] Ethereum DAC, Y Low v Low X X
MAC
[og yperledger - pp,c N Low N Medium X X
fabric
os) yperledger - pp,c N Medium X Medium N X
fabric
o7 Hyperledger - pp,c N Low N Medium N X
fabric
[108] Corda RBAC v Medium v Medium X VPartial
[109] Hyperle_dger ABAC v Medium X Low X X
fabric
*[110] Hyperle_dger ABAC R Yet to be implemented.
fabric
Hyperledger
[111] fabric/ ABAC \/ Medium X Medium X X
Ethereum
[112] Ethereum ABAC v High X High X X
[113] Hyperle_dger ABAC v Medium X Medium X X
fabric
[114] Hyperle_dger ABAC v Medium X Medium X VPartial
fabric
[115] Platform-in- ABAC v Medium N Medium X X
dependent
[116] Hyperle_dger Ve & v Medium X Medium N X
fabric DID
*[117] Hyper!edger ABAC Under research
Aries
[118] Hyperle_dger ABAC v High X Medium X X
fabric

*[110] and [117] present a prototype and a conceptual model, respectively, and hence lack evidence for analysis

In DLT, the data is decentralized, disseminated, and transparent to all the users involved in a net-
work, which strongly highlights the concern related to data visibility. Data visibility deals with com-
prehensive access to data, which includes reading, appending, updating, and deleting. These opera-
tions should be monitored in detail in data visibility to ensure accountability and auditability. To
achieve this comprehensive access, the access control mechanism plays a vital role [24, 26, 50, 119-122].
The complete discussion in this subsection responds to RQs 2.1 and 2.2 through complete analysis and
interpretations of studies conducted and published thus far. This subsection presents strong empirical
evidence of how different models and encryption schemes lay a strong foundation for data visibility.
The next crucial identity that needs privacy is the user, as presented in table 2. The concern related to
user identity is that every transaction is linkable, as the credentials are transparent to and traceable by
all the network members. The solution for this is anonymization, which is RQ 3.1 of this study, followed
by RQ3.2 to analyze its implementation on hyperledger fabric. The following subsection 3.7 discusses
anonymity, which is the second key parameter of data visibility and response to RQs 3.1 and 3.2.


http://doi.org/10.24017/science.2024.1.1

http://doi.org/10.24017/science.2026.2.1 21

3.7. Anonymity

In access control mechanisms, the primary focus was on the data, the access rights defined, and
how well they are monitored. Very few research publications have focused on the privacy of users who
own or request access to data. It is evident from the studies that user identity protection was given the
last priority, and researchers are now focusing on this aspect. The identity of the user is equally signif-
icant to the data for enterprise-grade applications and for efficient data visibility.

In DLT, every transaction is recorded in the ledgers and distributed to achieve transparency and
traceability. This is possible with the use of cryptographic identification for the user, also referred to as
pseudonymity [123]. The use of pseudonyms like cryptographic ID in ethereum or X.509 certificates in
hyperledger fabric for the real-world entities always poses a threat to the identity of the user, as the
identities available in the records can be easily tracked for the kind of transactions a user performs on
the DLT, and can be traced back based on the pattern [124]. These identities should be guarded for
complete privacy preservation of the user and the data.

Anonymity plays a crucial role in ensuring a privacy-preserving mechanism in DLT. It refers to
completely guarding or anonymizing the user’s personal details and attributes in such a way that a
user can perform transactions without revealing any linkability. Enabling anonymity not only helps
hide user details for executing transactions but also provides assistance for secure data sharing. Data
Sharing is required for many instances, such as Electronic Health records for research in medicine, or
status tracking in supply chain management [125]. This information should be shared with complete
confidentiality by hiding the metadata. Metadata here refers to the identity details.

DLT promotes a trust-based environment by providing transparency and traceability through the
forfeiture of the privacy of the user [126]. Enterprise-grade applications cannot solely rely on decentral-
ization and accountability; they must also provide strong security for the privacy of all actors involved.
Subsection 3.6 presented various mechanisms to control access; likewise, this subsection will present
the different tools and techniques that can be utilized in the DLT to make it a privacy-preserving tech-
nology.

Zero-knowledge proof (ZKP) [127] is a cryptographic method that achieves anonymity and pri-
vacy. ZKP is used to validate the data and user identity without revealing the data and identification
details. In ZKP, the two main actors are the prover, who proves the validity of data and identity, and
the verifier, who should be convinced [128]. This interaction does not reveal any information even to
the prover, which makes ZKP the most suitable technique for a privacy-preserving mechanism on DLT.
ZKP is classified as an interactive and non-interactive ZKP [31, 32] as shown in figure 12.

Commitment B
Sends Challenge E 2 Verified
Submits the proof B /
Prover Ve}ﬁér
Interactive Zero-Knowledge Proof
Verified
-
Submits the proof as hash - i}J o
Prover Vé}}fg;

Non-Interactive Zero-Knowledge Proof

Figure 12: Graphical representation of zero-knowledge proof.

An interactive ZKP establishes a communication line between the prover and verifier, comprising
three phases. The first phase expects the prover to generate a proof and forward it to the verifier. The
second phase is the challenge phase, where the verifier presents random challenges for the prover, and
in the last phase, based on the responses, acceptance or rejection occurs. These interactions are prone
to replay attacks, where an attacker uses one of the valid proofs to interact with the smart Contract and
gain access [31].
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To mitigate these attacks, a non-interactive ZKP was introduced, which involves only a single
communication. In a non-interactive ZKP, the prover generates a proof and shares it as a cryptographic
hash with the verifier, which can be checked later. This ensures a single secure message is shared to
avoid multiple interactions and replay attacks. The non-interactive ZKP is more suitable for DLT, as it
helps to avoid additional transaction costs and time. Oude Roelink et al. [129] presented a systematic
review of non-interactive zero-knowledge proof (NIZKP) protocols, specifically zero-knowledge suc-
cinct non-interactive argument of knowledge (Zk-SNARK), zero-knowledge scalable transparent argu-
ment of knowledge (Zk-STARK), and bulletproof. Table 3 below highlights and compares the features
of anonymity and privacy-preserving protocols used in DLT. Anonymity can be achieved in DLT when
the protocol adopted is scalable with a small-sized proof that takes an optimal amount of time for ver-
ification. These protocols are also expected to be secure against attacks. For enterprise-grade applica-
tions, these features are essential to safeguard the security and privacy of the users, nodes, and data.

Table 3: Comparing anonymity and privacy-preserving protocols.

Feature 1ZK NIZK ZKk-SNARK ZKk-STARK Idemix
Communication \/ X X X \/
Trusted Setup X Partial J x
Transparency \/ Partial X \/
Post-Quantum capabilities X X X y X
Proof Size Large Medium Very Small Large Small
Verification time Slow Fast Fast Fast Fast
Scalability X Partial Moderate High High
Blockchain Application X Buﬁﬁ:ﬁ:ﬁgf& Ethereum- Zcash StarkNet Hyperledger fabric
Tools P?OOf As- Dalek ZoKrates, Cairo Idemix
sistance Circom

v denotes supported and x- denotes not supported. Post-Quantum variant of these protocols is under-researched.

Ben-Sasson et al. [130] proposed Zk-SNARK as an optimized solution to implement non-interactive
ZKP. It generates shorter proof that takes less time for verification, which makes Zk-SNARK suitable
for DLT. Zk-SNARK requires a trusted setup in the initial stage, where a secret reference string, prover,
and verifier keys are generated. These keys are later used for generating and verifying the proofs. El-
liptic-curve cryptography and pairing-based checks are utilized to generate the smaller keys and
shorter proofs, thereby enabling efficient performance.

Though Zk-SNARK uses a smaller proof, it is risky with regard to the initial trusted setup. The
reference string used to generate the key pairs should be securely discarded. To overcome this risk,
Ben-Sasson et al. [131] introduced Zk-STARK, which does not require any trusted setup and is entirely
random. This randomness makes Zk-STARK transparent and scalable, resulting in faster verification
and improved scalability and performance. On the contrary, Camenisch et al. [132] proposed Idemix
anonymous credentials, which provide both anonymity and unlinkability simultaneously, require no
trusted setup and support selective disclosure. Table 4 presents a comparison of anonymity-related
studies on DLT using ZKP.

Web 3.0 centers around decentralization and transparency, making it an archetype of DLT. These
characteristics of Web 3.0 allow users to create multiple accounts without authentication on the DLT.
Wang et al. [133] proposed a zero-knowledge Blockchain-based decentralized Identity system to ad-
dress this issue by linking souls to humans. The system uses a Zk-SNARK program off-chain to prevent
the creation of fake or additional accounts by using the valid secret credential and its public hash. The
trusted setup and the one-to-one mapping of Blockchain Identity with credentials via linkable ring sig-
nature result in linkability and privacy issues. Zhao et al. [134] proposed a ring signature scheme. A
ring signature is a digital signature that uses all the public keys, used for signing on behalf of the group
without revealing the actual public key associated with the private key. For certification, a key image
is generated using the ring and the private key on the account address. The smart contract later verifies
the image with the ring and the address by traversing its storage for duplication and certifies it. This
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ring signature check guarantees that only one account can be signed by a single user. This entire

system was deployed on the ethereum test network and will need to address the challenges of high
gas cost, latency, and scalability. This system also involves off-chain computation, which increases the
processing time. A better choice of DLT can be made to overcome these performance issues.

Kersic et al. [135] present the zero-knowledge machine learning (ZKML) framework to ensure data
privacy using Zk-STARK. The verification is done on-chain with a Cairo smart contract on the Starknet
network for proof generation, and on the ethereum mainnet, proofs are verified using Zk-STARK. This
model needs to be reviewed and improved to provision machine learning models, as they require heavy
computational graphics processing unit support. Heo ef al. [136] addressed the privacy issue at the
foundation of blockchain, which focuses on the storage of the entire ledger on full nodes. Non-interac-
tive practical proof-of-storage is designed to verify whether full nodes are storing the complete correct
ledger. Zk-STARK enables any node to verify this storage on the network, making it decentralized and
resistant to sybil attacks. J et al. [137] proposed a secure endorsement mechanism on hyperledger fabric,
with a major weakness in the trust assumption for the client and the policy creator, along with linkable

threshold ring signatures.

Table 4: Comparing ZKP approach and anonymity mechanism on DLT.

Anonymity ST
Ref Platform Approach Mechanism Key Limitation
[97] Hyperledger = Chaincode-based access Claimed to implement Ide- No clear proof of implementation of Ide-
fabric control mix mix for anonymity and unlinkability.
Address abstraction Credential revocation is not supported
scheme for mapping Zk-SNARK with ZoKrates to i PP )
[128] Ethereum . - . s Certificates are bound to a trusted an-
web2 identities with offer unlikability . .
chor, making the model unreliable.
web3
Custom . Trusted setup required for generation of
hort f for fast -
[130] Virtual Ma-  Non-Interactive ZKP S orter proot for faster vert key pair is a major limitation of this
. fication with trusted setup . .
chine model as it can be compromised.
General Non-Interacth.e ZKP Randomness with no trusted ~ Larger proof size and relies on random-
[131] and Interactive ZKP . ..
Purpose setup ness for non-interactivity.
transparent approach
. Anonymity depends on the support
1 Id A den-
[132] Genera Non-Interactive ZKP cempnonymous Creden provided by the implemented network
Purpose tials
model.
Zero-Knowledge Block-
Eth Mandatory trusted ith a li
[133] _ereum chain-based decentral- Zk-SNARK - ancatory truste se.tup with @ fmear
with Web 3.0 | . increase in cost with ring size.
ized Identity
Logarithmic-size revoca- ~ Ring signature with linkabil- Lack of support for enterprise-grade ap-
[134]  Generic DLT gartir ng sig plications as on-chain revocation checks
ble ring signatures ity .
increase latency.
Zero-Knowledge  Ma- Computational privacy us- Limited performance analysis with re-
[135] Ethereum chine Learning combin- ing Zk-STARK transparency sults restricted to public DLT. Anony-
ing Halo and Orion ZKP and Zk-SNARK trustless mization is restricted to data and not the
frameworks setup user, making the model linkable.
. Non-interactive Practical =~ Zk-STARK for public storage User an(fl transaction anony mization is
[136]  Generic DLT - not considered compromising the secu-
Proof-of-Storage verifiability . .
rity and privacy of the user.
Anonymous  endorsement
ith Zk-SNARK, RSA - t tested f dt ti -
Hyperledger  Linkable threshold ring wi SN , S. . ac.cu Not tested for user an . ransaC: ion sup
[137] fabri ionatu mulator for batch verification ~ port. MSP leakage is partially ad-
aptie sighature and Commit-and-Prove zk- dressed, leading to linkability.
SNARK
Data Net- E i d R
[138] work (no netyption an M Not Implemented Analyzed Access Control Mechanisms
cryption without ZKP
DLT)
loud Lightweight Authentica- Rotati nfidential Pri-
[139] Cloud (no .1g weig uthentica otating Confidential Pri Limited Anonymization
DLT) tion vacy
Multifactor Authentica- -
[140] Cloud /1oT tion with lightweight No Anonymization No proper A nonymization of user, peer,
(no DLT) or transactions.

Cryptography
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Table 4: continue.

Multifactor Authentica-

[141] WSN/ IoT ton with forward se- Session key agreement with  No proper implementation of Anonym-
(no DLT) forward secrecy ity and ZKP
crecy
I d  Authentica-
Cloud (no mprove uthentica Improved challenge and re- No proper implementation of Anonym-
[142] tion for remote data ac-
DLT) coss sponse authentication ity and ZKP
1 Pur- A theoretical h and lacks imple-
[143] General Pur ZKP for set membership  Succinct ZKP eoretica approach and Jacks imple
pose mentation.

Other studies proposed a mixed approach, as Nour et al. in [138] identified, categorized, and in-
vestigated different access control mechanisms that can be deployed in a data network to validate the
access control policies for authorized data access. Chaudhry et al. [139] proposed an authentication
scheme for an IoT environment that can withstand security attacks with better performance. Atiewi et
al. [140] proposed a method that separates sensitive and non-sensitive data, which is stored in private
and public clouds, respectively. To ensure authorized access, Wang et al. [141] used advanced encryp-
tion standard in the private cloud and three-level multifactor authentication in the public cloud. Ghaf-
far et al. [142] proposed an improved authentication protocol that withstands different security attacks.
Benarroch et al. [143] proposed CP-SNARK using a rust library for anonymous credentials.

Based on the discussion so far, anonymity is not a built-in feature of permissioned DLT, especially
hyperledger fabric, and requires integration using protocols and tools compatible with permissioned
DLT. Idemix is well-suited to the hyperledger fabric architecture and does not officially support any
other DLT [97].

The study thus far has answered the RQ 3.1 and RQ 3.2 with a detailed explanation of anonymity,
along with its significance, and various cryptographic approaches that lay the strong foundation for
anonymity and linkability in DLTs like ethereum and hyperledger fabric.

4. Discussion

Data is always a primary focal point for any application in the continuously evolving technological
realm, where it is available at the fingertips anytime, anywhere. Shielding this data is an incessant ac-
tivity that should be sophisticated and optimized spontaneously or consciously. These data protection
measures can be summarized in a single term, the data visibility. Data visibility signifies the ability of
an organization or group of organizations to govern, access, and understand data to process in real-
time or quasi-real-time. It enables the organization to make informed decisions, optimizing perfor-
mance, and ensuring compliance. These can be managed with an efficient enterprise-grade application
that monitors the stakeholders, analyzes activities, and mitigates risks. Various tools bundled with DLT
offer tremendous advantages for Enterprise DLT.

From a research perspective, the study reveals that enterprise-grade applications can be built on
hyperledger fabric owing to its exclusive features of decentralization, transparency, security, privacy,
and pluggable consensus mechanism. These applications will involve rigorous transaction activities
that require the system to perform all actions in an optimal timeframe for improved results and end-
user satisfaction. ethereum is not ideal for implementation due to the high gas cost associated with
every transaction; however, Layer-2 solutions such as Optimistic Rollups, zkEVM with Quorum, and
Hyperledger Besu [101] mitigate these gas limit constraints. In addition, with every cryptographic ac-
tivity, the computational overhead will proportionally increase the gas cost [83]; to address this, off-
chain computations are suggested, which create additional hardware overhead for the user. Further-
more, it is evident that access control mechanisms can only be implemented using smart contracts. The
smart contracts in ethereum have certain limitations in performing these activities, and to address this,
many researchers have opted for off-chain computation [27, 28, 43, 144]. Also, the validation of access
policies in ethereum was distributed, which directly impacts data visibility. Although the support for
data visibility is implemented and evaluated to a great extent, it does not guarantee scalability and
efficient performance [129].
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Conversely, the implementation on hyperledger fabric was scalable and efficient, particularly in
terms of deploying the access control models and managing the data visibility throughout the network.
Hyperledger fabric has conventional access control support that can be utilized for small organizations.
For a large enterprise, access control models can be implemented through chaincode. The implementa-
tion of access control models was extensive and has outperformed ethereum with regard to throughput
and latency. This presents a strong validation that data visibility in enterprise-grade applications can
be efficiently controlled if deployed on hyperledger fabric. Alongside data access control, the anonym-
ity of the members involved in the transaction is also vital [80, 145]. Various studies have been con-
ducted and evaluated primarily on ethereum [140]. The studies included diverse zero-knowledge proof
protocols that are essential for privacy preservation in the network. Zk-SNARK and linkable ring sig-
natures have been presented in various models, but they often lack scalability or require off-chain com-
putation for optimized performance. Idemix and Zk-STARK were among the few empirical implemen-
tations on hyperledger fabric with considerable scope for improvisation and evaluation. Idemix is re-
stricted to anonymizing only the client, and Zk-STARK requires expertise and knowledge for integra-
tion.

Another major limitation observed in most of the studies is a lack of support for scalability. The
models were not assessed for concurrent transactions, which are expected in an enterprise-grade appli-
cation. The ones that are tested are with a limited number of organizations and nodes. Faster Compu-
tation, scalability, and concurrent secure transactions need to be analyzed to develop an efficient enter-
prise-grade application with controlled data visibility.

5. Conclusions

This paper presents a systematic literature review that analyzes and evaluates solutions proposed
by various researchers to address enterprise-grade application concerns during the period (2023-2025).
The paper analyzed 123 publications and identified DLT as the most suitable technology for enterprise-
grade applications. Additionally, the term Enterprise DLT is devised in this literature, presenting a
comprehensive approach for identifying enterprise-grade applications deployed on permissioned DLT.
The security concerns on Enterprise DLT led to an investigation into data visibility. Data visibility
has always been a critical concern in any enterprise-grade application with multiple stakeholders, as it
is not restricted to mere viewing of the data, but it involves multiple significant factors such as defining
stakeholders, resources, access policies, and other artifacts. These artifacts should be governed by se-
curity protocols that ensure data privacy and the privacy of the stakeholders. This streamlined the re-
search focus to two key parameters of access control and anonymity.
On further analysis of these two parameters, the study identified the longitudinal challenges for
efficient data visibility control that include:
e  The security and privacy protocols required iterative refinement with technological advance-
ments.
e  The areas that are significantly under-researched include handling selective disclosure, sup-
port for post-quantum capabilities, and computational overhead management.
) With billions of active users, a scalable solution that adheres to all access policies, with anon-
ymization of every user and guaranteeing unlinkability, poses a formidable challenge.
e  With various enterprise DLT platforms, the need for interoperability is predominant for a
sustainable DLT.
Besides these, the study highlights the immediate concerns that can be addressed as a precursor
to longitudinal challenges:
¢  Enhancing the scalability in the ABAC Mechanism as it offers a more fine-grained approach
compared to the other three Access Control Mechanism.
e  Dynamic Access policy modifications on Enterprise DLT.
e  Reduce the computational overload for anonymization without adopting off-chain computa-
tions, as it sometimes shifts load instead of balancing.
e  The studies done so far are isolated in nature, in the sense that they have either addressed
access control or anonymity but not both.
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A balanced approach for efficient data visibility on hyperledger fabric, a permissioned DLT, is
desirable for an enterprise-grade application. This approach can be a coalescence of various mecha-
nisms studied so far in this paper. This coalition model should be deployed on hyperledger fabric with
an efficient attribute-based control model that ensures privacy, filters, and audits every transaction re-
quest to ensure a secure and decentralized environment. In addition to the access control model, a scal-
able zero-knowledge proof technique is needed that not only performs on-chain verification quickly
but also gradually decreases the turnaround time.
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